Annex C

Cyber Incident Responder

DRAFT PROGRAMME

DAY 1
08:00-08:30 Welcome Coffee

Welcome address by Mr. George Michaelides, Commissioner of Communications,
08:30-09:00 g\:)zrr:ig Address by

Major Evangelos Englezakis, Training Manager European Security Defence College
09:00-10:00 Presentation DSA — Organizational structure, National CSIRT-CY
10:00-10:15 Coffee Break
10:15-11:30 Module 1 - Introduction to incident handling and response
11:30-11:45 Coffee Break
11:45-13:15 Module 2 - Inside SOC operations
13:15-14:00 Lunch Break
14:00-15:00/15:30[Session /Lab

DAY 2
08:00-08:30 Welcome Coffee
08:30-10:00 Module 3 - Incident Handling and Response process
10:00-10:15 Coffee Break
10:15-11:30 Module 4 - Incident Handling and Response plan
11:30-11:45 Coffee Break
11:45-13:00 Behind the Scenes: Visiting the Security Operations Center (SoC)
13:00-14:00 Lunch Break
14:00-15:00/15:30[Session /Lab
Social Dinner

DAY 3

08:00-08:30 Welcome Coffee

08:30-10:00 Session

10:00-10:15 Coffee Break

10:15-11:30 Module 5 - Handling and responding to Windows related incidents
11:30-11:45 Coffee Break

11:45-13:00 Session/Lab

13:00-14:00 Lunch Break

14:00-15:00/15:30

Session /Lab




Annex B

DAY 4

08:00-08:30 Welcome Coffee

08:30-10:00 Module 6 - Risk Management

10:00-10:15 Coffee Break

10:15-11:30 Module 7 - Communicating cybersecurity incident
11:30-11:45 Coffee Break

11:45-13:00 Session/Lab

13:00-14:00 Lunch Break

14:00-15:00/15:30

Session /Lab




